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Blade Runner: the Voight-Kamp� test

Is the remote entity a replicant ?
Essentially: investigation on questions/answers (inputs/ouputs)
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Today: ChatGPT or student?
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No replicants yet, but pervasive decision-making AIs

Why we need audits ?

Recommendation Credit scoring

Self drinving cars
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and... link to security: information gain, algorithm leak, poisoning
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An Input / Output example

Adult Census Income: task to predict whether income exceeds
50K/yrbasedoncensusdata

Input:

Output: Boolean (yes/no)

Other examples:

I image (input) → label (output)

I user pro�le → item recommended
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A central notion: boundaries & non native explainability

img: Le Dung et al. 2008.
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Audits: why not reconstructing the black box?

I From queries/responses → copy the black box

I Problem: the good regulator theorem

I For any optimal regulator P[R|S ], Z is a deterministic
function of S

I Impractical: gigantic scale of algorithms in black boxes

Let's think �local�: and audit properties only
Conant & Ashby, 1970. Fixing The Good Regulator Theorem, by johnswentworth.
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Decision boundaries: how to approach them

PB: �fooling� A
Leveraging adversarial examples
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Local boundary related explanations: e.g.,LIME

PB: explaining A's decision locally

Ribeiro et al., "Why Should I Trust You?": Explaining the Predictions of Any Classi�er�, 2016.
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Decision boundaries: what we know

I Fawzi et al. 2017: �classi�cation regions are connected�

I r(x) = arg minr ||r ||2 s.t. A(x + r) 6= A(x)

�Correlations and redundancies in the decision boundary� (slow
decay of singular values in a matrix with all distances from image
dataset)
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Let's assume the AI is truthful
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Warning: generic assumptions in related work

e.g. demographic parity:

µDx (A) = P(x ,xs)∼Dx
(A(x) = 1|xs = 1)−P(x ,xs)∼Dx

(A(x) = 1|xs = 0)

I with Dx the data distribution and xs a sensitive attribute

Classic assumptions (e.g. active fairness auditing):

I Dx is know to the auditor

I Events are non negligible: min(P(xs = 1),P(xs = 0)) = Ω(1)

I A's hypothesis class know to the auditor

I + model stable/deterministic in between queries

I . . .
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Black-box fairness/impact measurement

PB: how to assess A's dependacy on an input feature?

Many, many works, e.g. FairML:

I measure model dependency on inputs by changing them

I small change to a feature changes the output a lot =⇒
model is sensitive to it
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The data minimization principle

PB: how to detect the improper use of an input feature?

Data minimization guarantee at level β ensures that every input feature

used by a prediction model is indeed necessary to reach the predictions

made for at least a certain fraction, β, of decisions (predictions).

Rastegarpanah et al., NeurIPS'21
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Tampering detection of a deployed model

PB: how to detect if A has changed?

I A white box access initially, then deploy & check

Input Space Output Space
Key inputs
{x ∈ K} {A(x), x ∈ K}

Neural Network A

is A my classi�er ?

If a decision change occurs → tampered model !
Le Merrer, Tredan, ISSRE 2019.
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Measuring distances between evolving models

PB: how to measure the distance between evolutions of A?

dist(A,A′) = 1− Î (Ya,Ya′)

min(Ĥ(Ya′), Ĥ(Ya))
∈ [0, 1].

Maho et al., ICASSP'22. See also �A zest of lime�, ICLR'22
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Problem: AIs may lie
(like replicants do)
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Why? Obvious con�icting interests: users vs providers

In 1951 American Airlines partnered with IBM to attack the
di�cult logistical problems of airline reservations and scheduling
(→ SABRE)

Sandvig et al., ICA2014.

Or more recently, the Volkswagen �diesel-gate�
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How? The bouncer problem

x = (xl , ∅)
A→ y

Remote

x y , expA(y , (xl , ∅))

User

I From users perspective: classi�er is a black-box

Provide request x , obtain classi�cation y .

I Intuition: if decision relies on discriminative variables,
explanation will reveal it

I An attack: generate a "legit" classi�er A′ on the spot, and
explain it (like a bouncer would do...)

Le Merrer, Tredan, Nature Mach. Int. 2020.
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Bounced! An exemple on Decision Trees

Disguised ?
C (x) :

Age < 60 Wears pink
socks ?

Enter Bounce
Enter Bounce

Y N

Y N
Y N

Disguised ?
C ′(xl)|xd < 60 :

Wears pink
socks ?

Enter

Enter Bounce

NY

Y N

Disguised ?
C ′(xl)|xd ≥ 60 :

Wears pink
socks ?Bounce

Enter Bounce

NY

Y N
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How? (2) Fairwashing

I Rationalization: �nd AN interpretable surrogate model c
approximating model b, such that c is fairer than b, to then
show it to the auditor.

Shamsabadi et al., NeurIPS'22; A�vodji et al., ICML 2019.
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What we know

What can an auditor do facing
trickery?

I Be stealphy: look like a user

I Make stronger assumptions
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Be stealthy: building cases as users with bots

Bots to simulate users: scriptable browsers (Selenium, Pupeteer):

I Bots' homes: stable servers, up during months

I Bots interact: connect/click/watch, and collect results

(Yet, no proof we are not sandboxed... cf diesel-gate)
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Be stealthy: building cases as users with bots

At YouTube:

I In 2018, was accounting for 70% of clicks

I Built to optimize user time on the platform
I 2016 academic paper listing guidelines
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Be stealthy: building cases as users with bots

PB: how to measure �lter bubbles?

5438 users simulated, watching 5 videos in a row (10.6M recos
collected)
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Make some assumptions: active fairness auditing

PB: constrain A to stay consistent with its previous answers

I A.F.A. goal: ensure estimate within ε of µ(Amanipulated)
I Model cannot change answers once given = certi�cate

I The auditor wants to crafts queries that constrain the model
the most

I Issues: hypothesis class assumed / not robust to lies

Yan, Zhang, ICML 2022. Img: Augustin
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APIs: really? + spotting inconsistencies

PB: acknowledging fairwashing, are APIs useful anyway?

Compare observations from several sources to spot inconsistencies
J. Garcia-Bourrée et al., submitted.
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APIs: really? + spotting inconsistencies
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Estimating economic disparity while also checking for manipulation (inconsistencies

between answers from A and B) under a �xed audit budget. A Pareto frontier

appears: the higher the estimation accuracy, the harder it is to spot inconsistencies

J. Garcia-Bourrée et al., submitted.
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Towards leveraging cryto proofs

PB: means for A to prove fairness in training?

I ZK proofs: give a proof without reveiling information

I ZK-friendly fair decision tree learning algorithm: fairness
veri�ed e�ciently w.o. repeating the entire training process

But: not proving the use of the proven model in the deployment!
Shamsabadi et al., ICLR 2023.
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The long road to e�cient black-box audits...

I Societal push: scandals, Chat-GPT on �pause�, DSA, AI-act:
Prop. résol. Européenne mars 2023, 68: Souhaite que soit généralisée

l'évaluation par des tiers de la conformité des systèmes d'IA

I Research has not yet provided practical manipulation-proof
audit algorithms
I Dimensionnality of inputs, vs need of bounding query budget
I Need for assumptions (are black box audits realistic in

practice?)
I Many impossibility theorems yet to come?

I Hope
I Laws with more enforcement (auditors with correct

assumptions)
I Collaborative user-audits? (many users instead of bots)
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The end

Thanks to Gilles,
Augustin, Jade, Thibault,
Teddy and François!

erwan.le-merrer@inria.fr

https://algorithmic-

audits.github.io
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