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Blade Runner: the Voight-Kamp� test

Is the remote entity a replicant ?
Essentially: investigation on questions/answers (inputs/outputs)
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Today: ChatGPT or student?
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No replicants yet, but pervasive decision-making AIs

Why we need audits ?

Recommendation Credit scoring

Self driving cars
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Pervasive decision-making AIs and new regulation

e.g. European Commission's Digital Service Act:

+ the EU AI act

Problem: quite unclear yet how to do that, which
algorithm/guarantees?

Inria's REGALIA
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Algorithmic Audits vs Law (a word on...)

Legal implications of algorithmic black box auditing?

I Case study focuses (mainly) on France

I 2 canonical audit forms: Bobby and
Sherlock

Consequences of the audit

I Legal risks for the auditor

I Probative value of the audit outcome

Algorithmic audits of algorithms, and the law. AI&Ethics Le Merrer, Pons and Tredan, 2023.
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Bobby

I (tours to �nd a well de�ned
infraction predicate)

I e.g.: �nd copyright
infringements or
non-consented cookies;
evaluate DI.

Sherlock

I Sherlock (constructs a
surrogate model; somehow
uses induction).

I e.g.: COMPAS study, LIME
approaches, Uber surge price
study.
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Overview: a technico-legal mess...
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Input sp.X

black-box

algorithm A

Output sp.Y

Remote

Local

A ∈? H

and... link to security: information gain, algorithm leak, poisoning
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An Input / Output example

Adult Census Income: task to predict whether income exceeds
$50K/yr based on census data

Input:

Output: Boolean (yes/no)

Other examples:

I image (input) → label (output)

I user pro�le → item recommended
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Sounds like related work? Property testing

k-junta: if f : {0, 1}n → {0, 1} depends on at most k variables

I interested in global function characteristics: intractable today

I assumes symmetry to ↓ complexity: problem for modern ML

Oded Goldreich: Property testing, current research and surveys.
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1) Shadow banning? A �rst audit approach for us

Can an audit verify this claim?
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1) Data collection: tests

Code for tests by shadowban.eu

1. Search Ban

2. Suggestion (typeahed) Ban

3. Ghost Ban

Scalable crawler (100 pro�les/s)

erwan.le-merrer@inria.fr WinterSchool'24
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1) Data collection: ego-graphs extraction

We studied 4 user populations

1. Random users

2. Famous users

3. Deputies in France

4. Bots

We extract the ego-graphs
around users in each group

I Twitter interaction graph

I 33 last interactions,
recursively @ 2 hops depth

I ≈ 2.5 millions tested users
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1) H0: the �bug� hypothesis

SB uniformly distributed among the RANDOM population

I Plausibility of H0?

I Observation: µ̂ = 2.34%

I Model: balls and bins.
µ̂: red balls.
Ego-graph Gl : |Gl | balls.
Probability of a

particular draw?

I Very unlikely. e.g.,
'Artemis**', 703 neigh.,
45.4%SB,P = 1.2e−315

random

0 300 600 900

1e−08

1e−05

1e−02

n

P
(H

0)

0 10 20 30 40 50
number of SB nodes

"Setting the record straighter on Shadow Banning" Le Merrer, Morgan, Tredan, Infocom 2021.
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1) Topological impact

"fat tail" → Contamination

H1 (Susceptible, Infectious) model:

I Pro�le initially healthy,
contamination with probability p0

I Infected pro�les spread
contamination to neighbors with
probability β.

I Tune (p0, β) using exp. µ and
P(SB|SBneighbors).

I Most likely H1: p0 = 1.5%,
β = 9.55%
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1) Aftermath

I H1 is way more likely than H0.
This doesn't mean H1 is right

I Now "Twitter reserves the right
to limit distribution or visibility
of content" (and now X)
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Back to ML: boundaries & non native explainability

img: Le Dung et al. 2008.
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Decision boundaries: how to approach them

PB: �fooling� A
Leveraging adversarial examples
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Decision boundaries: how to approach them (2)

With surfree:

Maho et al., "Surfree: a surrogate-free black box attack", CVPR, 2021.
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Decision boundaries: how to approach them (2)

surfree vs other attacks:

Maho et al., "Surfree: a surrogate-free black box attack", CVPR, 2021.
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Local boundary related explanations: e.g.,LIME

PB: explaining A's decision locally

Ribeiro et al., "Why Should I Trust You?": Explaining the Predictions of Any Classi�er�, 2016.
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Decision boundaries: what we know

I r(x) = arg minr ||r ||2 s.t. A(x + r) 6= A(x)

I Fawzi et al. 2017: �classi�cation regions are connected�

�Correlations and redundancies in the decision boundary� (slow
decay of singular values in a matrix with all distances from image
dataset)
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Let's assume the AI is truthful
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Warning: generic assumptions in related work

e.g. demographic parity:

µDx (A) = P(x ,xs)∼Dx
(A(x) = 1|xs = 1)−P(x ,xs)∼Dx

(A(x) = 1|xs = 0)

I with Dx the data distribution and xs a sensitive attribute

Classic assumptions (e.g. active fairness auditing):

I Dx is know to the auditor

I Events are non negligible: min(P(xs = 1),P(xs = 0)) = Ω(1)

I A's hypothesis class know to the auditor

I + model stable/deterministic in between queries

I . . .
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Black-box fairness/impact measurement

PB: how to assess A's dependency on an input feature?

Many, many works, e.g. FairML:

I measure model dependency on inputs by changing them

I small change to a feature changes the output a lot =⇒
model is sensitive to it
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The data minimization principle

PB: how to detect the improper use of an input feature?

Data minimization guarantee at level β ensures that every input feature

used by a prediction model is indeed necessary to reach the predictions

made for at least a certain fraction, β, of decisions (predictions).

Rastegarpanah et al., NeurIPS'21
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Tampering detection of a deployed model

PB: how to detect if A has changed?

I A white box access initially, then deploy & check

Input Space Output Space
Key inputs
{x ∈ K} {A(x), x ∈ K}

Neural Network A

is A my classi�er ?

If a decision change occurs → tampered model !
Le Merrer, Tredan, ISSRE 2019.
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Measuring distances between evolving models

PB: how to measure the distance between evolutions of A?

dist(A,A′) = 1− Î (Ya,Ya′)

min(Ĥ(Ya′), Ĥ(Ya))
∈ [0, 1].

Maho et al., IEEE Trans.IFS'22. See also �A zest of lime�, ICLR'22
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Problem: AIs may lie
(like replicants do)
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Why? Obvious con�icting interests: users vs providers

In 1951 American Airlines partnered with IBM to attack the
di�cult logistical problems of airline reservations and scheduling
(→ SABRE)

Sandvig et al., ICA2014.

Or more recently, the Volkswagen �diesel-gate�
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How? The bouncer problem

x = (xl , ∅)
A→ y

Remote

x y , expA(y , (xl , ∅))

User

I From users perspective: classi�er is a black-box

Provide request x , obtain classi�cation y .

I Intuition: if decision relies on discriminative variables,
explanation will reveal it

I An attack: generate a "legit" classi�er A′ on the spot, and
explain it (like a bouncer would do...)

Le Merrer, Tredan, Nature Mach. Int. 2020.
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(xl , xd)
A→ y

PR(A, (xl , xd ), y)→ A′

s.t. A′(xl) = y

x y , expA′(y , (xl , ∅))

Discriminated &
Fooled User, by a
bouncer like BB!

I From users perspective: classi�er is a black-box

Provide request x , obtain classi�cation y .

I Intuition: if decision relies on discriminative variables,
explanation will reveal it

I An attack: generate a "legit" classi�er A′ on the spot, and
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Le Merrer, Tredan, Nature Mach. Int. 2020.
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Bounced! An example on Decision Trees

Disguised ?
C (x) :

Age < 60 Wears pink
socks ?

Enter Bounce
Enter Bounce

Y N

Y N
Y N

Disguised ?
C ′(xl)|xd < 60 :

Wears pink
socks ?

Enter

Enter Bounce

NY

Y N

Disguised ?
C ′(xl)|xd ≥ 60 :

Wears pink
socks ?Bounce

Enter Bounce

NY

Y N
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How? (2) Fairwashing

I Rationalization: �nd AN interpretable surrogate model c
approximating model b, such that c is fairer than b, to then
show it to the auditor.

Shamsabadi et al., NeurIPS'22; A�vodji et al., ICML 2019.
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What we know

What can an auditor do facing
trickery?

I Verify API's claims

I Be stealthy: look like a user

I Make stronger assumptions
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APIs: really? + spotting inconsistencies

PB: acknowledging fairwashing, are APIs useful anyway?

Compare observations from several sources to spot inconsistencies
J. Garcia-Bourrée et al., under submission.
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APIs: really? + spotting inconsistencies
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(

)

= 0.46
= 0.1
( ) = 0.96

Estimating economic disparity while also checking for manipulation (inconsistencies

between answers from A and B) under a �xed audit budget. A Pareto frontier

appears: the higher the estimation accuracy, the harder it is to spot inconsistencies

J. Garcia-Bourrée et al., submitted.
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Be stealthy: building cases as users with bots

Bots to simulate users: scriptable browsers (Selenium, Pupeteer):

I Bots' homes: stable servers, up during months

I Bots interact: connect/click/watch, and collect results

(Yet, no proof we are not sandboxed... cf diesel-gate)
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Be stealthy: building cases as users with bots

At YouTube:

I In 2018, was accounting for 70% of clicks

I Built to optimize user time on the platform
I 2016 academic paper listing guidelines
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Be stealthy: building cases as users with bots

PB: how to measure �lter bubbles?

5438 users simulated, watching 5 videos in a row (10.6M recos
collected)
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Le Merrer et al., �Modeling rabbit-holes on YouTube�, SNAM 2023.
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Make some assumptions: active fairness auditing, ICML'22

PB: constrain h to stay consistent with its previous answers

Platform Auditor

Users

D  
A  

Platform

B  

Auditor

...

I A.F.A. goal: ensure estimate within ε of µ(hmanipulated)
I The auditor crafts queries that constrain the model the most

Yan, Zhang, ICML 2022. Img: Augustinerwan.le-merrer@inria.fr WinterSchool'24



Make some assumptions: active fairness auditing

PB: constrain h to stay consistent with its previous answers

Problem: high capacity models may �t any audit set...

I Rademacher complexity as a capacity measure:

RadS(H) = 1
mEσ

[
sup
h∈H

∑m
i=1 σih(zi )

]
, with S = {z1, . . . , zm}

and σi random labels

Godinot et al., SATML'24.
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Make some assumptions: active fairness auditing

Capacity VS audit di�culty:

A

B
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=⇒ active learning ≡ random queries
Godinot et al., SATML'24.
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Make some assumptions: active fairness auditing

Cost of exhausting the auditor:

0 0.05 0.1
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perceptron linear tree gbdt

Cost of Exhaustion

Current A.F.A framework not restrictive enough, regulator needs to
add more constraints, ie, assumptions.
Godinot et al., SATML'24.
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Final word, does this matter: AI Containment? nope.

Alfonseca et al. 2021.
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Conclusion: the long road to robust audits

I Societal push: scandals, calls for AIs on �pause�, DSA, AI-act:
Prop. résol. Européenne mars 2023, 68: Souhaite que soit généralisée

l'évaluation par des tiers de la conformité des systèmes d'IA

I What we know: basic non robust audit tools appear

I What we do not know: how to provide practical robust
audit algorithms, facing platform trickery
I Dimensionnality of inputs, vs need of bounding query budget
I Need for more assumptions (black box audits not realistic in

practice)
I Many impossibility theorems yet to come?

I Hope
I Laws with more enforcement
I Collaborative user-audits? (many users instead of bots)
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The end

Thanks to Gilles,
Augustin, Jade, Thibault,
Teddy, François, . . .

erwan.le-merrer@inria.fr

SoA awesome list:
https://algorithmic-

audits.github.io
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Appendix
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2) Auditing political recommendations on YouTube

I French presidential campaign last year: 12 running candidates

I bots start watching from "National news" YouTube page
I then watch in a row 4 autoplay videos

I Collect candidate names in video titles (+ video metadata)

I Exposure time share (ETS): names appearing in transcript
sentences
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2) Exposure (speech time equality period)

Speech time equality: how are recommendations comparing?

I +1 for a candidate when name appears in the title of a rec.
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2) Recommendations vs polls?

2022-01-28 2022-02-09 2022-02-23 2022-03-07 2022-03-17 2022-03-27 2022-04-07

0.05

0.10

0.15

0.20

0.25

0.30

0.35

0.40
Le Pen
Macron
Mélenchon
Pécresse
Zemmour

Polls
YouTube
Results

MAE/1st round results: 1.11% (Pollotron) vs 1.93% (reco)

https://theconversation.com/peut-on-faire-des-sondages-politiques-avec-youtube-186067
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2) Recommendations vs polls?
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